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NAVY DEPARTMENT
Office of The Chief of Naval Qperations
ashington 25, DC

1 January 1945

=

E

MEMORANDUM FOR ALL DIVISIONS OF MAVAL OPERATIONS
Subj: Identification of Classified Qutgoing Correspondence.

Refl: (a) Paragraph 38(b)(1), Office Orders of the Office
of the Chief of Naval Omerutions, 15 May 1944.

li In order to distinguish the classification of CHNO outgolng
correspondence by serial number, the following will become effective
on 1 January 1945:

A zero (0) will precede all serial numbers assigned
to confidential correspondence.

A double zero (00) will precede all serial numbers
assigned to secret correspondence.

A triple zero (000) will precede all serial numbers
assigned to top secret correspondence.

2. FReference (a) will be amended accordingly.

‘ “W. S. Farber
Sub Chief of Naval Operations

AUTHENTICATED:
7C.2A.

T. C. PARXER, CAPTAIN, USH.

Lo/
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THE WHITE HOUSE
WASHINGTOMN

20 MNow ember 1955

MEMORANDUM
Subject: Commurdcations for Warm Springs Trip.

1. During the President's Warm Springs trip the
White House Signal Detachment will act in the capaclty of
and perform duties similar to those performed by the Army
Signal Center in Washington. The Map Room duty officer
perform functions similar to those performed by the Map
Room in Washington.

2. It shall be the duty of the Commanding Officer,
White House Signal Detachment to receive and transmit all
messages to and from the White House Map Room. It shall be
the primary duty of the Commanding Officer, White House
Signal Detachment to encode and decode me es recelved and
transmitted. The Map Room Duty Office 11 aid in the en-
eryption and decryption of messages to the extent that the
Commanding Officer, White House Signal Dat.tcluunt desires,

— N
3. It K the duty of the uﬁu i?«u%
Room watech officer receive messages from the Commanding
Officer, Signal s process them (insert code mrﬂt,
draw up maps, and locate references) and turn them over to
the President; to receive messages from the President, pro-
ceas them and take them to the Commanding Officer, Wnite
House Signal Detachment, for encoding and transmission to
the White House.

v

ory

T

7y

A
o Win—
Sprr

(. Lt &?Mé«.

RICHARD PARK, JR.,
Colonel, CGeneral Staff.

CC: Major Greer v
White House Map Room
Watch Officer
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1 OF 2 120650/43

ORIDIMATOR FILL IN DATE AND TIME DATE
(CINCPOA SENDS ACTION ALPOA INFO COMINCH CINCSOWESPAC
DEPT COMDR TWENTIETH AR FORCE) !

IT 1S ESSENTIAL TO THE SATISFACTORY CONDUCT OF THE
WAR EFFORT IN THE PACIF1C OCEAN AREAS THAT STANDARD"

PRACTICE BE EMPLOYED £ ALL SERYICES IN THE PRECEDENCE |-
CLASSIFICATION OF DESFATCH TRAFFIC AND THAT RADIO |
IRAFFIC BE REDUCED TO A MINIMUM. THE LOWEST PRECE-
DENCE CLASSITICATION THAT WILL MEET THZ REQUIREMENTS® |

OF THE SUBJECT MATTER OF THE DESPATCH SHOULD BE USED: | |
WHENEVER PRACTICABLE SPEED LETTERS OR AIR MAILGRAMS
SHOULD BE EMPLOYED. THIS A COMMAND RESPONSIBILITY =
AND FAILURE IN THIS REGARD 1S SO REFLECTED. OVER-ALL
! RADIO TRAFFIC HAS PROGRESSIVELY INCREASED SINCE THE "o
fi BEGINNING OF THE WAR AND CIRCUITS FREQUENCIES -
| D —————

Make original enly. Deliver to Code Boom Watch Officer in person,  (See Arl, 76 (8) NAVREGS.)

| | zo/ 120650/43 :
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YAP ISLAND CABLES
1914

In 1914 a German Cable Company owned cables running from Guam
to Yap, Yap to the Dutch Celebes and Yap to Shanghdl The Guam end
of the German-owned cable from Yap to Guam was operated by the United
States,

A cable from the United States to the Philippine Islands and
China was owned &nd operated by an American company. Its stations
were San Francisco, Honolulu, Midway, Guam, Manila and Shanghél

SeeviE S oviRe

During interruptions offthe American cable from Guam to Manila 1
or Shanghl, American messages were diverted via Yap Island to Shanghdi.
over the Germanslwish system. Hence the alternste circuit via Yap
was regarded by American interests as of utmost importance in main-
taining uninterrupted communications with China end the Philippines.

¥World War

The Japanese selzed Yap and diverted the Yap-Shanghai cable into
one of the Japanese Islands (Okinawa — Nansei Shoto group). This
deprived the United States of the alternate cirecuit to China and
meant that all traffic for China and the Philippines, in case of in-
terruptions in the Guam-Manila cable, had to pass through Japan.

| Peace Conference

The United States recommended that the ex-(erman cable system on
Yap be turned over to Great Eritain, Japan, China and the Undted
States for Joint control. The Americean motive was to prevent the
Japanese from obtaining nermanent control of the three German lines
from Yap. The proposal of the Americans was not accepted.

On November 12, 1920 the United States informed Japan that her

{ mandate over the German Islands did not ineclude Yap and that its dis-
| position would be reserved for later agreement to place the island

| under international control as a cable station.

] The Councll of the League of Nations rejected this proposal of
the United States and on December 17, 1920, the Council confirmed
Yap as one of the Japanese mandates. United States protests to the

League of Nations had no results and the Japanese contimued control
of the German cable statiocn on Yap.

1921-1941

The cables from Yap to Guam and Yap to the Dutch Celebes were
placed out of commission by the Japanese in 1921 and the only cable

in use was the one between Yap and Nansel Shoto. The Guam-Yap

Zeo [




It is assumed that the Japanese used this
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operation.
after they captured Guam in December, 19il.

cable could
place it
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WAR DEPARTMENT
oy c IFIED MESSAGE CE

OUTGOING CLASSIFIED MESSAGE

]

Joint Chiefs of 3taff
71469 JMC JVB

10 July, 194k

U. 8. Military Mission,
Moscow, Russid.

Number: WAR 62899
For Deane Moscow from Joint Chiefs of 3taff.

Alterations to Khabarovsk broadcasting facilitles
are suggested for consideration by Soviets. Desirable that
rresent bulletins from that station also be received in
Mariepas Group as well as in Hawail, San Francisco and Alaska.
Investigation reveals that rresent frequencies assigned to
RYP and RFL would normally be satisfactory for receiving in
that locality with the exception of the 20202 broadeast for
which presently assigned frequencies of 10500 EC3 and lo220
KCS would be slightly low in the winter time for reliable
reception. However this is minor part of problem. PFrinecipal
protlem and proposal to be made to Soviets 1ls that they be
reguested to make necessary arrangements at Khabarovsk so
that signal will be reliably received at the Marianas.

New subject. Central Pacific operations will
ultimately require that reliable radiosonde and upper wind
reports be received from Siberis and eastern USSR regularly.
Soviets should be asked to provide minimum of one and
preferably two radiosonde and pibal observations daily from
folloving numbered stations:

Vladivostock, 220 K hta,
Fhatarovsk, 238 Yakutsk, and
292 Petropavlovsk.

If necessary United States is prepared to furnish all
necessary radiosonde equipment ineludi receivers and
transmitters for these installations and also such equipment
as is reguired for pilot balloon reports. It has been
suggested here that Rawin observations be astablished at
these points in order that regularity of upper wvinds will be

NG -GRO (2644 AN DECLASSIFIED
-4-74
Ny e e e MAY 15974
CoPY No.
20 H THE MAKING OF AN EXACT COPY OF THIS MESSAGE IS FORBIDDEN 16
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WAR DEPARTMENT
CERSSIFIED MESSAGE CEN

OUTGOING CLASSIFIED MESSAGE

Number: WAR 62999 10 July, 1944 Page 2.

guaranteed and in order that such obsearvations will not e
precluded by lov ceilings (Rawin observations are upper
vind observations made tracking by redar a tinfoll target
attached to & hydrogen filled balloon). However the
diffioulty with regard to Rawins is that ground receiving
agquipment is highly technical in nature #nd generaslly re-
quires & minimum of seven experienced personnel with sach
unit, thres weather observera and four radar technicians.

Apnother subject: Moscov broadcasts are 8till being
received spasmodically. Reports from United Kingdom

indicate thet many trensmissions aprear to be miseing. Follow-

ing 1a list of recent scheduled trensmissions which have not
been heard:

A schedule et O820Z on & July and 8 July.
B schedule at 1000Z on 7 July and 8 July.
C schedules at 2010Z on T July.

¥With regard to the presently established Khabarovak
transmissions a scarcity of reports on some broadcasts has
bean noted. Broadcasts aversge 20 to 30 surface reports
ineluding late reports and 2 to 3 RAOB reports twice daily.
For your basis of discussion our average group count for
each transmission to Moscow has been 350 groups of stationa
meports plus two analyses.

End.
ORIGINATOR : JC3
INFORMATION: CG AAP
OFD
ADM KING
CM-0UT-62999 (10 Jul 4%) 22262 mes
DECLASSIFIED

JC3 pemo, 1-4-T

By RHP, NLR, n.:. MAY 151974

Copy No. 35

THE MAKING OF AM EXACT COPY OF THIS MESSAGE IS FORBIDDEN
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WAR DEPARTMENT |
CLASSIFIED MESSAGE CENTE

INCOMING CLASSIFIED MESSAGE

(Page 2)
From: Allied Force Headquarters, Algiers, Algeria
¥o. FX 69485, T July 1944

fixed under the direction of Allied authorities and requir-
I.::.:hﬂlluh secrecy, it is understood that only Allied
will be used.

3. The use of Frenoch oiphers and means must continue
in use sc as to allow the commander of thes French forces, in
operaticns under Allied command, to report directly to French
higher echelons their situstions and important events which
numm them, and alsc strictly French operations (Sush as

?uu or dlu:r reports and documents of a similar

Concerning paragraph 2 above, the Army Cryptographic
Service will make contact with AFEQ for a Joint study with
the Allied technicians, of combined cipher methods supplied
by the British and American authorities. The cryptographic
principles of the Freoch means and procedurss gould be sub-
mitted to the Allies who would thus judge their degrees of
security. (The Navy ciphers, ohiefly, are fruits of long
experlence; they are particularly secure and the Allied
Command can rest assured against the risks of compromise
vhich they may ._ Such oAntacts would tend to maintain
and M-lg.mm:ul liaisons with the Allied Cryptographiec

t are already set up, particularly with the
British and Americans. As to the risk of compromise of our
eiphers, may count on thl eagerness of the French Ground,
B8ea and mmw-htlintblmwit:d‘th-n
1l be kept advised of all that vhich might
us to believe that one of the codes or means smployed

Seocond and 3rd sentences para 3 apparsntly inhud-d
to uphold point of naticpal pride rather than suggest
practicable solution clipher problem. Solution in substantial

CM.IN-6245 (8 Jul 44)
- DPECLASSIFIED
308 memo, 1-4-74, _ _ oo

%‘;“Eﬂﬁ“ﬂ&fiﬂ:ﬁm 15197447

_ CoPY No.
THE MAKING OF AN EXACT COPY OF THIS MESSAGE IS FORBIDDEN
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WHITE HOUSBE BIONAL DETACHMENT DG mat [
i THEARURY BUiLDiNS
WABHIN@TON, B. B. | '

29 June 194y,

MEMORANDUM FOR: Colonel R, Park,
The Map Room,
The White House, I}
Washington, D. C. |

Confirming telephone conversation of
28 June 194, the attached memorandum 1s forwarded
for the tion of yourself and Capteln Wood.

The SIGABA 1s at present employed for ;
eryptographic security over the WAR-Moscow clrcult,

1 Incl.
Memo dated
28 June 1

s ey
1 E 0. 11652 See. 0% and 6D) of (uf
I 050 letter, May, 1 1873

B p., DEC 101873
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DG pet

29 June 194k, -

MEMORANDUM POR: MH.

‘.l'.h mt-

"D B,

tel conversation of
e 1 e T e
for the mummumun#unm
The SIOGABA 1s at present

security over the

cow u!rmu. i
DEWITT GRRER
Major, Sigmi Carps,
1 I.'Ml.“ Gﬁmm Detachment,
mm

'm\-..__ "“"’am
l.ﬂ.:tunsmn:mmﬂmnli

OED et Mduyy L 1872 "ﬁ'ﬁ
& BLE e
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WAR DEPARTMENT
ARMY SERVICE FORCES REE="
OFFICE OF THE CHIEF SIGNAL OFFICER SPSCC=2
28 June 1944.

MEMORANDUM for Commanding Officer, White House Signal Detachment,
94 Treasury Building, Washingten 25, D. C,

Attention: Major (reer.
Subject: WAR-Moscow Cireuit,

A direct radioteletypewriter circuit now is in cperation
between WAR Signal Center and the American Military Mission at
Mogcow, This circult is used jointly by the Russians and the U, S.
hruy, and circuit tdme is divided equally between both users.
Traffic for Moscow may be filed with WAR Signal Center in the usual

way.
By order of the Chief Signal Officer:

Frank E. Stoner,
Brigadier General, U. 8. Ammy,
Chief, Army Commnications Service,

A ¢l
Lt. Col., Signal Corps,
Chief, Communications Engineering Branch.

BRI

l“l:!ﬁl&u_m“ﬂm"m
08D lettor, May, 3, 1971

By SLR Data DEE 1 D m

e o
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OFFICE OF THE CHIEF OF NAVAL OFERATIONS

m.#-lﬂ WASHINGTON 25, D. C.

Serial No. 1664818

§ June 1944
Fraom: Chief of Naval Operations.
To All Bureaus and Offices, Favy Department.
Bubject, Us 5, and British (Qlassified Doouments - Reclassifi-
eation of.
Reference; (a) JCB ltr., No. 71469, dated 10 May 1044.
1. By reference (&) the Joint Chiefs of Staff have pro-

vided facilities for the adjustment and reconciliation of security
clagsifications, as applied by the armed forces of the U. 5. and
British Bmpire. Joint Security Control is the represmtative of the
Joimt Chiefs of Staff in all matters pertaining to security slassifiea-
tions. For their representation, the British have established in
Maghington & seourity classification board. This body is awthorized to
review and reclassify any matter originated by the British Govermnment,
whm in the interests of unifeormity, such action 1s noosssary.

2. The Office of Naval Intelligence, which centralizes
the distribution of British documents within the Naval Establishment
will represent the Navy in the presentation to the aforesaid board ni’
matters relating to securtty classifications. The addressees &re res
quested to submit to the Office of Waval Intelligemce amy British
documents which are identified by & security classification which differs
from that applied by the U. S. Navy to similar subject matter. The
recommendation of the Bureau or Office should be by memorandum, should
briefly explain the reason for the Mavy's classification, and should cenm-
tain reasons which appear to justify the conformance of the British
classification to that of the Navy.

de After consideration by the British security olassifi-
eation board, the Office of Haval Intelligence will advise the Bureau
or Office, which originated the submission, of the deeision of that
Board. Should the Bureau or Office concerned be dissatisfied with
Boardds determimation, they should so advise the Office of Naval Intelli-
gence, That Office will thereupon refer the disputed matter to Joint
Eeourity Control fer the latter's comsideration and final disposition.

/8/ B, Js Horne
Viee Chief of Baval Operations.

Standard Distribution,
List 11 snd 14,

>0 |




~  WAR DEPARTMENT =
CLASSIFIED MESSAGE CENrcR

INCOMING CLASSIFIED MESSAGE

From: U3 Mllitary Mission Moscow, Russia.
To; War Department.
Hr: 583 21 May 1944,
For General Arnold pass for info to Harrlman

Supplement mmber 571 of 18 May, following
info is fugnilhbd-ing e )

The present British agreement with the Soviets 1s
for a period of 2 years but may be terminated on 3 months
notlze by elther party. Otherwise info I gave you in my
original messege haes been verified ss correct.

The British, of course, wlll be reluctant Lo sccapt
a three-cornered contract feeling that it will vifimie all
of their efforts to date and necessltate that negotiatlions
be started from scdratch. If we declde to allocate the alr-
epraft to the Sovieta for the British, I think we should have
a definite understanding with the British for a portion of
the capacity of the airline to be reserved for our use. Eov-
ever, I adhere to the recomwendatiOns submitted by ce ia
oy previcus pessage.

-

No S8ig.
571 §s CM-IN-14296 (19 May h4) €O AAF
.~ AGTION: GG AAF - DECLASSIFIED
~ INFORMATION:  OFD By s, s, bate MAY 15 1974

0-2 (State Dept)
Log

!
CM-IN-16434 (22 May 44) OGOTE B @0]‘*‘

ZO[ aiay No, - NG

THE MAKING OF AN EXACT COPY OF THIS MESSAGE |S FORBIDDEN
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WAR DEPARTMENT
&ASSIF]ED MESSAGE CENTER

INCOMING CLASSIFIED MESSAGE

From: U8 Rilitary I!llln;, Moscow, Russis
To1 War Department

: Pritish negotisations for an air line to Russia have
been in for more Y . This in reply to

and Sﬂa-ur 17th Nay. The British line
a sommerolial 1tion and I do not believe ::t 1%

CH-IN-14296 (19 May 44)

K0 / CopY No.

THE MAKING OF AN EXACT COPY OF THIS MESSAGE |S FORBIDDEN




. WAR DEPARTMENT =
CcASSIFIED MESSAGE CENTER

INCOMING CLASSIFIED MESSAGE

Page 2

From: US Military I:I.-l.n; Noacovw, Russia
Nr: 571 18 Nay 1944

While any measures that will improve communications
vill be benefiocianl to the war effort, we must recognize that
we will be aiding the establishment of a long-teras British
air «» In the past the Soviets have resisted ocur propos-
als for any ATO lines into Russia on the grouds that the

Boviets _Mmh services. The establishment of
: routs direot from the UK to Nos-

CM-IN-14296 (19 May 44)
DECLASSIFIED

JCB memo, 1-4-74
— Py REP, ELR, Date way 151974

Copy No. 91
THE HlKlH& OF AN EXACT COPY OF THIS MESSAGE IS FORBIDDEN



R WAR DEPARTMENT =~
CLASSIFIED MESSAGE CENTER

INCOMING CLASSIFIED MESSAGE

Page 3

From: US Military Nission, Moscow, Russia
Nr: 571 18 May 19484
it oould be buttoned up here quicker than elsevheres.

You ocould give me orany othey representative you might d-ﬂlt-
nate such ammunition as you are prepared to use in this matt-
or and let us make the best diocker possible. If this matter
is in fact one of" 1t will be settled qu:uk.:!. ir,
on the other hand, it has considerable post-war implications
it may be prolonged.
Mo sig
DECLASSIFIED
JC8 memo, 1-4-74
By EHP, NLR, Date Mﬂ'f
ACTION: COAAF 15174
LNPO: OFD
g-2 (8 ate Trpt)
Leg :
CM-IN-14295 (19 May 44) 13037 foh

CopPy No.
THE MAKING OF AN EXACT COPY OF THIS MESSAGE IS FORBIDDEN
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® war oerarTment @
CLASSIFIED MESSAGE GENTER

OUTGOING CLASSIEIED:=MESSAGE

JO/

Hq AAF ACAS Plans AFAEP
71127 GCJ :mec

May 16, 19&4

Commanding General
US Military Mission
Moscow, Russia, M 276

Fumber: WAR 37485
To Deane from Arnold signed Marshall

British representative in Washington states Britileh
Government pressing Soviet Government for permiassion to
gstablish regular air communication service between Moscow
and London. Terms of proposed agreement as (rafte’! by
Soviets provides for reciprocal facilitles and Soviets will
not sign until they are in position to operate Sovlel ser-
vice to United Eingdom. Britilsh have made formel request
that 4 C-87 transports be taken from British allocatlions im
May and allocated to the Soviets for coerations Moscow to
"nited Kingdom. Soviets have not subtmitted request or
mentioned the subjest bere, FReguest you submit information
available to you on the subject particularly in regard ef-
fect this British-3oviet airline would have on pmﬁdicing
our Air Transport Command operations United Kingdom to
Moscow,

1817
ORIGINATOR: CG AAF
INFORMATION: OFD
10G
CM-OUT-37485 (16 may 44) 23032 Tt
DECLASSIFIED

gos mezo, =410, MAY 15 1974
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WAR DEPARTMENT
CLASSIFIED MESSAGE CENTER

INCOMING MESSAGE

TOFY BSECRET

May 14, 1944

From; War Cabinet Offices

To 1 A F.H.Q. DECLABSIFIED
: By Authority ﬂi.lﬁ
Info: J.5.M., Washington e ' B
2m - :
Na : 0Z 2562 ¥
o Py__ SR pate DEC 10773

2 Herewith special encyphered version 8f 30 Mission's
Air B14,

"ps A.F H.Q. Algiers (R), Combined Chiefs of Alr
aﬂ]ﬁf' Washington, British London and ¢.0.U.3.83.T.A.F,, from
30 Miasion. : e

Air 814. May 13th. For General Wilson, from
Ganerals Deans and Burrovs. '

1. Communications Moga aserta nov (? established)
through Air Seetion, British Military Misslon.

2 We suggest that Soviet General Staff should not

béu alloved to forget this and that proposals in para. 5 of
- our MIL 1163, April 25th, should be implemented especilally
with regard to swapping of reconnalssance information.

3. Wa are anxious that Soviet General Staff should
not think that we made unnccessary fuss in establi this
communication rether than agreeing to work on a fixed line
an chey wanted and we recommend that they sh-uld be accustomed
to :c-operating with preperation for possible matters of
urgent opsrational necessity later om." :

T.0.0. 1422252

NIL 1168 4a CM-IN-20361 (27 Apr &4) CC/J

ACTION; cC/2 ; ; ot : ¢
INFORMATION: Gen Arnold, OFD, Col. Fa¥k , Gen Stonsr, CofS

ci-ﬂ&l.‘ﬂ‘? (35 May 44) 21422 w8 ! f
'# 0"/%
5
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CLQSIFIED MESSAGE CENT

OUTGOING CLASSIFIED MESSAGE

ll'-’ & Service
CEB SPFS0C-1

Bay 13, 19%%
TS Nilitsry Niasion
Nosoow, Russia
Number; WAR 36463 (264-%)
For Deane signed Ingles SPSCC 1
Informal received
lwinl WD requests

umu- 3 Ilnt.ur umﬂu. Ho m".: hﬂu’ﬁ

by Departmant

@en Arnold
Gen Bilssell
Gan Btonsr
#ﬁ
CH~0UT-36063 (13 may 33) 23382 amd
— R
D.EEE::?sl 4-74 uny 15974
By HEP, HLR, Date ."?
CorY NoO.
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a. WAR DEPARTMENT
CL%SSIFIED MESSAGE CENTE«

INCOMING CLASSIFIED MESSAGE

U R@ BN T

From; US Military Mission, Moscow, Russia
To: ¥ar Department
Ko, 538, 12 May 1044

For General Ingles from Deans.

Soviets have enncunced that they are will-
ing to sign agreement slong linee previously indi-
cated to you. They wish agreement signed by Monday
afternoon. Request that you have the State Depart-
ment cable ocur Embassy in loscov that T am suthor-
ized to slgn this agreement for the Uniced Statesx
Jovermment.

No Sig.

ACTION: Gen Somervell for gsp

IFFO : JO/S, Genaral

OFR, Oeneral
Admiral Xing, i oo

CM-T§-9793 (13 May 43) 1827z yjo DECLASSIFIED

JC8 memo,; 1-4-T4

— By RHF, NLR, Date MAY 15 1974
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Ll HANDUK FOR

'Sgptnin Wood

lonel Park

ia jor Greer

Lt. Comdr. Kevers

Mr, Dewey Long

All Map Room Watoh Officers

Subjeot: Comsunications Between Map Roow end
Shungri=La,

l. While the President is in residence at Shangri-La,
communications between the White House Map Room end the Pres-
ident will be vis the White House telegraph or telephone
system es clroumstunces warrant.

2. A designated represcntative of the Map Room will
aocompeny the President to Shangri-La end will be responsible
for mll eryptographic operations involved, filing of traffie,
and delivery of traffic to the Presidentlal party.

3« Cryptographic systems will be designeted in separate
pemoranda issued by me or my representetive.

4e The officerin charge of the White House Signal
Detuohment is requested to render such meterlel asslstunce
as is negessary =nd practiceble.

5, The representative of the Map Room at Shangri-La
should be asazigned suitable guarters in the telephone house
whers hoe may keep his eryptographie materiasl in proper stute
of seocurlity.

WILSOM BROWN,
Rear Admiral, UsSeNavy,
Naval Aide to the President.

DECLAASTRTER

By Depuly A " the U8
By ¥. J. Stewart Tave_ DEC 101973 & G- Sertos




3 & WAR DEPARTMENT
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INCOMING CLASSIFIED MESSAGE

T e e

: ‘May 10, 1944

From: Coubinsed Chiefs of Staff
To : AFEQ

SAOSEA
Info: J.5.M,, Washington

€. in 0, Middle East
No 1 0z 2477 ,
1, Coubined Chiefs of Staff have agreed that letters similar

(B) By Supreme Odr. South East Asia Comsand to ap-
propriate inter-communiocation suthoritles.

-.':#mt Beocsuse st this stage of the war it is
that our 4nd communioation

nu-x?m regarding I’l: :m#':r,mmmrw phio
r
devices and systems, nmmamummng‘

studies be realized the Combined Chiefs of
mﬁvm in oommon interest of all Allied

nations you agree to following arrangsments regarding
CH-IN-T9BA (11 May M%) PMJE’

q- EcLAESE}_EP

JC8 memo,
By REP, NLR, DEY® MAY ;5 4g74 55
RO/
& CoPY NO.
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WAR DEPARTMENT
OhsSIFIED MESSAGE CENTER

INCOMING CLASSIFIED MESSAGE

umber 0Z 2477 Page 2
use of oyphers and comsunicaticn procedures of forces under
your ons

I. All mes oonta matters of impor-

i
3
58
!
3
is

afford all facilities neces to
ves in this respect and t
in secordance with instruotions.

suthorities will bring to the notioe
tes authorities any evidence whiach
ting the aom-
ted Nations, In
ths Combined afs

i

5
i
£t
T
§
‘
|
f

.
5
!EE.E
e
;

i
:

!
E
5
i

:
!
?

Ly

i
!

|

RE&

:

383
:Eg
;
e;~
i
L

for cperational purposes such as at presen
tn-”ﬂ.l.nﬂblm. Message ends.

. It is further desired upon receipt of replies from
CM-IN-T9B4 Ay
(139,34 DECLASSIFIED

_ J08 memo, 1-4-74 v | 5 1974

By RHF, HLR, Date

w
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WAR DEPARTMENT
(&SSIHED MESSAGE CENTER

INCOMING CLASSIFIED MESSAGE

thereof to Cowbined Chiefs of Staff.

. omsunicat on same lines vith
: Be 00 K 2 Tater 2a8 c_ni':' British Chiefs of
staff on m Combined Chiefs of Staff are spproaching

Allied eont

Number 0Z 2477 Page 3
those staffs 1isted above you communicate the contents

; Naval and Alr Staffs of Belgium, Nether-
Chiaefs of l:l.!.i‘.t;;{;.md N Gacchoslovalis.

lapds, Norvay,
T.0,0. 1010352

DECLASSIFIED

JC8 mamo, 1-4-74
By RiP, NLR, Date MAY 15 1974
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INCOMING MESSAGE

PRIORITY

From: U.8. Military Mission, Moscow
Te : War Department
Fr. : 482 27 April, 1944
For Ingles from Deane infc Joint Chiefs of Staff.

Tonight Soviets agreed to go ahead with our comm-
unicaticns propcsal, elthough we have not as yat signed
agreement. They say they have accepted all of my points,
but want to change form of agreement and will be ready to
algn in a few dayn.

I have Instructed Persian (ulf to turn equipment
over to Soviets for on shipment to Moscow. Only 5 boxes
of the B0 boxes have errived. Requesat you follow up with
ATC to expedite,

Pleass send me the names of the B persons you are
sending to supervise inatallation with their duties, who
will ba in oharge, their rank, passport numbers, dates and
places of birth. This information should be sent as guickly
as poseible. Personnel should get pasaports at once and
apply in Washington for visas to be stamped on pasaports in
Tehsran. Persconel should lesve for Teheran as soocn as
possible with highest possible air priority.

Request perscnnel bring complete sat of instructions

CM-IN-21465 (29 Apr 44)

DECLASSIFIED ug@p

1 JO8 memo, 1-4-T4
;, By HHF, HLR, Date MAY 151974
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INCOMING MESSAGE

From: TU.3. Military Mission, Moscow
Hr. 1 482 27 April, 1lo84

and drawings by hand, and also 5 ocoples current &
procedure manuals ln:l combined cperating limll?p“' ex

No sig.

ACTION: Gen Sgmervell (for C20)

INFORMATION: JC/3
Gen Armold
QFD

Gen Bissell
A
Stonar

CM-IN-21465 (29 Apr 44) 04372 bjm

s aemo, AT waY 15 T4
kL 35
: COPY No.
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% WAR DEPARTMENT
CLASSIFIED MESSAGE CENT

INCOMING CLASSIFIED MESSAGE
U-R-G-E-N-T

PGl

_Fl'mlt US Military Attache Stockholm Sweden
To: War Depertment
No: 2390 24 April 1944
290 repeated London. To MILID
All airline, railwvay and ferry traffic as vell as
telegraph, telephons and radioc communications between

dweden and Denmark and Jweden and Germany stopped by
Germans at 1630 today for re&sons unknowvn. Please notify

State.
Rayans

IRF0 : OFD- / E. O 11852, Sec 3B end HD) or ()

Col. Purk 08D lettor, Mny, 3, 1072

Log By SLR Date nEE 10 K73
CM-IN-18077 (25 Apr 44%) 00072 jb

SRS
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B =

FPRIORITY

From: U3 Military Attache, London, England
Tot War Departmeant
Hr: 12669, 19 April, 1944

To Deans rptd Arnold from Spaats TOP SECRET
er nr 12669.

Ensuing msg received from Wilson " In
oconduoting conversat with Russian Command in
interest of implement m 2 5 of our mag

Apr 0

mmmm:eaaea m J//‘E

sians have nt-‘h:l.um
o .' ?
1.n granting uur Luunn ﬂrﬂ.am ﬂ:l.r-ut radic communication
{E ﬁ :I-uuthnn Group u.f‘-:ﬂlll. t:’- ﬂiﬂn ﬂl::; d.i.:mt
t importgnce expediting on . usn
you hc:a us informed" .

Reour 12625 and WAR X 23823 16th, the
corpnmication gchannel referred to t be used to

Ruseia and Caserta. We have ssked 15th Air Forse to send
an additional Liaison Officer to be attached to Eesslers
Staff who can be used for coordination with HQ Southesn
Group of Armies if you and Russians so desire. Request

advice on any progress.

12625 1is m-%lﬁﬁﬂ (16 Apr 44) wld

ACTION: @Gen nmld E Q. 11652, See. 3(E) and 5(T) or (B)
OSD letter, May, 1§, 1072
ey B B SIR v DEC 10173
M-IN-14059 (19 Apr 4%) 2100z bjm
oﬁk 19
20| e
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WAR DEPARTMENT
CLASSIFIED MESSAGE CENTER

INCOMING MESSAGE
(e |

From: U.3. Militery Mission, HMoscou
To : War Department
No. B40, 17 April 19%%

For Ingles end info Joint Chiefs of Staff from

At meeting with Red Army Femeral Staff and Soviet
sommunication authorities this afternoon ve discussed
agreement as to communications beotween Washington and
Mosgcov., The followlng points arose:

(A) Soviets insint on 3 telstypewriter
terminals in Moscow. They will settle for 1 in Washlingion
¢nd 1 in New York. Soviets ere willing to start install-
atlion with 1 station In Moascow and 1 in Washington pro-
vided they have aspurance thet they will have 3 in Mosecow
and bsave the additicnal 1 in New York within a apecifiled
pericd of time. They would of course rent the private
line from New York to Weahimgton to comnact Few York
Terminal with Weshington transmitter. Considering that
this ip an opportunity to establish rapid communicatlons
detweon 2 great Allies and in view of recent refusal to
permit them to operate station in U.5., I urgently recommeond
that e make thia concession and give them 3 stationms in
Moaedv, 2 in Washington, and 1 in Hev York. I do mot feel
thaet ve cen reach an agreoment othervise. How mnny term-
loels am I authorized to offer them apd vhere and within
vhat period of time? What will be the coat to Soviet
Government for lease of private line between Rew York and

“ashington?

(B) Request deseription of 2.5 kilovatt
(continuous rating) transmitting station. BSovlieta were
afraid strength would not be adequate, g S‘EETED
CM-11j-13389 1 ECLA

. (19 apr hi) Dﬂﬂ- pema, 1-4-T4 'J“ 151314-

T Skt
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CLASSIFIED MESSAGE CENTER

INGMNGl A GE
NN

From: U.8. Military Miesion, Moacou
Bo. 480, 17 April 1944

I} Request that you send me froquencies which
you rec be used for this communication as well as
call signs vhich you recommend be designated and assigned
to 8l terminals.

(T) Soviets desire deseription of equipment
and instructional data as to its instellation and cper-
ation as early as practicable. If this could be turned
over to Soviet Embasey in Teheran for delivery to Major
General 8lavin in Moseow, 1t will reach Soviet suthorities
qulcker tham through our diplomatie pouch.

(K) Soviets request name, rank, date and place
uf birth passport number of all 7.3, persomnel to be sent
on this project as early as practicable in order that visas
day be expedited.

Conelusion of agreement depends on your decislon
as to number of terminals. If you deelde to meat their
demands, I will aign an agreoment with them on behslf of
the United States unlesa directed to the contrary which

will inelude the following:

1. Esteblishment of communications with lesmst
oracticable delay.

2. Pacllities to be used only for Ilaportant
government messaged.

3., Communiecations to be continuocus until ©
wonth folloving end of war.

4., Equipment to Soviet government on Lend
Lease basie. Operetionel expenses in Washingtom by U.8«
in Mosecow by Soviet government except for private lipe
betwesn New York and Weshington wbich will be leased
by Soviet government.

5. All installations end operation im Moscow
<0 ba under Soviet control with U.3. supervisory lnstall-
ation personmel, U.2. ipstructors for operatiomsl por-

4
CM-1-13389 (19 Apr 44) Dwss]ﬂ!;‘i) y 159
v 308 memos 40 g
S 23
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CLASSIFIED MESSAGE CENTER

el 5

From: U.S8. 'Military Mission, Moscou
No. kho, 1T April 10LY

aonnsel, and U.5. personnsl for msintenance.
6. Complete control of terminals by user
T- U.8. to deliver equipment to 3oviets in
feharan prior to 1 May and 2oviets to move equipment to
Moecow v!thing 2 weeka altar receipt.

B. TImstsllation to start immediately upon
arrival of equipment in Moscow.

9. Operation to be om 284 hour basi= cac
aida using elternate hours.

10. Facilities not to be used for commercd
purposes,

11. Csll signs snd freguenclea to be by nut
agraement .

o &

238 1s CM-0UT-T905 (18-Feb 44) (en Somervell (for 0

ACTION: Gen Somervell
INFORMATION: JC/S

OFD
Gen Bissell
Gen Stoner
Cofs
CM-IN-13389 (19 Apr 4%) 00102 b jm
ED
ECLASSIFT
Dicsa?;f o) At e MAY 151974
) '
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CommicH FILE UNITED STATES FLEET
HEADQUARTERS OF THE COMMANDER IN CHIEF
FFl/AB-3 NAVY DEFARTMENT, WASHINGTOM, D. C.

serial: 2714 6 - APR 1944
Frvwmninlon.

From: Commander in Chief, United States Fleet.
Ta' 3 A1l Ships and Stations.

Subject: Code lNamnes - Purpose and Use of.

Reference: (a) COMINCH Restriected Ltr. Serial 7152
dated 29 Ooctober, 1943.

1, It has been noted that code nemes are being
improperly used in Action Reports, War Diaries end similar
comaunications, This letter i1s intended to clarify the
situation regarding the use of cocde names.

2. Code names are assigned primarily as a security
measure, to facilitate planning, and to permit reference to
highly classified matter without revealing to unauthorized
persons the true significence of the matter.

oe Recently, aotion reports and other correspondence
have been received, some classified SECRET, scme CONFIDENTIAL
and some unclassified, in which code nemea with their mean-
ings inecluded in parenthesis, or vice versa, were used. It
will be apparent that the further use of such code nemes
would be undesirable and dangerous to subsequent operations,
as well as endangering our eryptographioc systems.

4. Certain code names assigned to cperations, plans,
ete., are classified TOP SECRET before the operation takes
place. As soon as practicable after the completion of the
operation they are reduced in oclassifieation to SECRET.

They should never be used in communications or decuments of
a lesser classification. Code names assigned to geographic
locations are always classified SECRET and should never be
used in communications or documents of a lesser classifi-
cation.

5. Unless necessary for security purposes or clarity
code nemes assisgned to geographic locations should not be
used in Aoction Reports, Jar Diaries, and similar communica-
tiona. hen code names are used the document must be classi-

fied SECRET. KA

E. ©. 11852 8ec. IT) and KD) or (E)
08D letter, May, L 1873

By ELR Data, EED :L_'[} W73
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' WW A 7F
Comincs FiLe UNITED STA

HEADQUARTERS OF THE COMMANDER IN CHIEF
FF1/A8-3 MAVY DEPARTMENT, WASHINGTON, D. C-

s MRy 6 - APR 1944

—

Bubjeot: Code Nemee - Purpose and Use of.

6. A code name and its meaning shall not be used
together in the same communication except when such com-
munication is intendea to inform the addressee of the
meaning of such code name, and is confined solely to this

one purpose. This does not apply to an operation plan cr
operation order and the nppansguna thereto.
TOP SECRET code names should never be used over

T
the telephone, SECRET code names may be so used in properly
gaf ed conversations, when necessary to expedite urgent

matters.

+» 5. EDWARDS,
Chief of Staff.

BT
E @ 11851 See NE) and KD) er (E)
08D letior, May, 3 1072

By SLR peta [EC 10 W73
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WHITE HOUSE SIGNAL DETACHMENT DG/pet
W TREABUAY BUILDING
WASHINGTOM, D. B,

2y March 194l.

MEMORANDUM for 0fficer in Charge, Map Room,
the White House,

Reference 1s made to letter from the Naval
Alde to the Presldent, to the Chief of Naval Operations
and the Chief Signal 0fficer, Army Service Forces,
20 March 1944, Subject: Communications Plan - Fresicential
Trip, ana to conference between yourself, Colonel Park,
and the undersigned, this date, on the same subject., In
this connection the following supplemental communications
plan 1s suggested, covering the standby period during which
time the Map Hoom desires to communicate with tne Presiaential
Train for the purpose of 1ssuing instructions concerning
special movements of the train:

a, The Communications Car, which operates under
the supervision of the undersigned, will remain on continu-
ous watch with radlo statlon WAR for any messages trans-
mitted from the Map Room. In adaition to maintaining a
continuous watch with WAR, the Presldential Communications
Car will actually contact WAR at 1200Z, 1600Z, 2000Z, and
2,002 on schedule daily throughout the standby period.

b. All masaaggg handled between the Map Room
and the Communications , Presidentizl Train, should of
course be enciphered using one of the Army Presidential
Cryptograph Systems which are at present in the custody
of the underu{;ned, and coples of which will be held only
by the Map Room and the Army Cryptograph Section on the
Presidential Train. Complete tographic equipment and
assocliated documents will be shed the Map Hoom at the
pr'nfgr time. Yhe radio frequencies to be used by both
radilo station WAR and radio station located in the Com-
munications Car will be as follows:

For daylight operation 0 Ke and 1%095 Ke
For night operation Kc and 6350 ¥

B

E G 11652, Bee 4T enl D) or (E)
08D Jetter, May,

BER  pu DEC 10173
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MEMORANDUM for Officer in Charge, Map Room
The White House. . ;

Reference is made to letter from the Naval

Alde to the President to the Chief of Naval Operations

and the Signal 0fficer, Army Service Forces,

20 Warch 1941, Subject: Communications Plan - Presidential

Trip, and to conference between yourself, Colonal Park

and the undersigned, thia date, on the same subject. In

this mﬂm the follow mmmm communications
period during which

L.- the l‘lp Houl "desires communicate with the Presidential

Train for the purpose of issuing instructions concerning

special movements of the train:

a. The Communications Car, which o tes under
the su on of the unders will remain on continu-
ous watch with radio station for any mes 8 trans-
mitted from the Map Room. In adaition to maintaining a
continuous watch with WAR, the Presidential uc-nmicltiunl

will lut'l.llly' contact WAR at 12002, 1600Z,
DOZ on schedule daily throughout the ltl.m'lby purlo&

handled between the Map Room

and the Muu Presidential Train, uld of
course be enciphered ulmg one of the Presidential
mmcn Systems which are at present the custody
m&lndmpmumnhumbnhﬂdonlr

A

wmmm the Army Cryptograph Section on the
assoclated doouments ml:i“tmlm gg%n‘qu;m ::"éf—'.
meI' t:l.-. The radio mm to be us mburth
radlo stat in the Com-

ion WAR and radio station located
munications Car will be as followst

For 0 tion 1 Ko
CAEnt operation b0s8 ‘o ane 350 R’

g

Lz
lﬁ, 11662, Boe arm

DEWITT OREER
&ajor, sm! o:rpl
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THE WHITE HOUSE

WASHINGTON
March 20, 1944.
From: The Maval Adde to the President.
To 1 The Chief of Naval Operations,

The Chief Signal Ufficer, Army Service Forces,
Subject: Commurdcation Plan — Presidential trip.

1. It is requested that the following communication plan be
adhered to, insofar as it affects your organization, during a forth-
coming trip of the President away from Washington. Certain details
as to times and places have been omitted from this plan for reascns
of security. Essential information will be forwarded at a later date,

- ﬁm

a) All classified traffic between Washington and the
Presidential party will be handled through the White House Map Koom
in Washington and through the commurdecation unit in company with the
President.

(b) Wnile the President is within the continental limits
of the Unlted States, traffic will be handled by Army channels whose
Weshington termimus is the War Department. While the President is
outslde the continental limits of the United States, Navy channels
will be utilized. Thédir Washington termimus is the Navy Department
Communication Office. The Map Room and the Communication undt with
the President will route traffic accordingly.

= (e) Transmittal of messages between the Map Hoom and the
( War and Navy Departments will be in encrypted form. The encrypted
; messages will be forwarded to or from the War Department via the direct
teletype between the War Department Code Center and the White House
telegraphic office. Transmittal of messages between the Navy Depart-
ment Communication Office and the White House Map Hoom will be via
courler service.

(d) Traffic between the Presicent and foreign souMces will
be handled as it is when the President is in Washington. Unless
otherwise directed by the President, all such traffic will be handled
via the Map Room.

3. W%ﬁ
& e address and serlal mmber of all messages between
the Presidential Party and the Map Room will be buried in the text.

(b) Rotating external indicators will be used to identify
Presidents]l traffic. These indicators will be taken from Channel
No. 9 of CSP 1465 (Z) and 1465 (AA). A list of the effective indicators

DFCLASSIFIED s

gy Depuly Avchivist of tha U.8.
By ¥W. J. Btewcrt Date DEB 1“ L TE “
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By W.

v
-

Mareh 20, 1944

Subject: Commundcations Plan - Presidential trip.

for each day will be furnished to the pertinent Army channels by the
Map Room.

(c) In order to disguise the nature of the traffic, no
label of precedence will be assigned by the originator. However, it
is requested that all traffic receive the handling ordinarily accorded
Operaticnal-Priority traffic. Each message should, therefore, be placed
on the circuit as soon as received and labeled with the precedence of
messages which are being handled at that time. If relays are involved,
suitable instructions should be issued. The Navy should handle all
such traffic as "Operational" (using "QPE" in handling.).

L ?FME AIDS,
a) The primary system will be that utilizing the following

Navy Publications:

CsPasy CSP 1149 En}
C5P 1471 (D) CSP 1100 (B)

(b) The secondary system will be that utilizing the following
Navy publications:

CSP 2061 (A) (to be used CSP 1680 (B)
by Map Room when
Originator).

CsP 2062 (A) (to be used by
Presidential Party when

Originator).

(¢) MNormally, the SECRET channel of the primary system
(defined in sub-paragraph (a) above will be used, If it appears to
either originator (Presidentisl Party or Map Room)that the set-up
for any one day has been compromised, the CONFIDENTIAL channel of the
primary system will be used for the remainder of the day. The
corresponding CONFIDENTIAL rotating indicator will be used in such a
case. The proper SECRET channel will be reverted to on the following

day.
(d) The Communmication Unit with the President and the Map
Room will be responsible for possession of the publications listed above.

(e) Normal Army and Navy eryptographic channels may be used
for messages in connection with Presidentisal traffic, provided no infar-

mation concerning the type of traffic is divulged.

DECLARSIFIED

By Deputy Archivic - r b I'EB“'IMG an 2= _

J. Btewart Di




March 20, 19L4.

Subject: Commurdcation Plan - Presidential trip.

g Addressees are requested to forward coples of all supplementary
instructions issued in connection with this plan to the Naval Aide to the
President in order that he may have a clear understanding of the over-all
system.

WILSON EROWN
Copies to:
Major Greer
Map Hoom
DPOLASSTFIED
5? ﬂﬁpnt? Archivi of tha D.8.
M DEC 10 %73
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JOINT CHIEFS OF STAFF
WASHINGTON

15 March 194}

TOt ALL RECIFIENT3 OF CLASSIFIED DOCUMENT3 DELIVERED
BY J.C,3, COURIERS:

SUBJECT: Revised Authorized Sipgnature List.

In accordance with .the attached letter from Joint Securlty
Control, 1t is requested that the attached authorized signature
11st be completed end returned to the Message Center, Joint
Chiefs of Staff, 19%1,0onatitution Ave., N.W., Washington 25,

D. C. not later than 20 March 15944,
AT Bk
¢, R. FECE,

Colonel 3.3,C.,
Executlve 3ecretary,

DECLASSIFIED

Jo8 memo, l-4-T4

By RHP, NLR, Date MAY 15 1974

-
il
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TELEPHONE EXT. NO. 4981

FROM: SECNAV TO: ALNAV #57
RELEASED BY: FRANK XNOX

DATE : 9 MARCH 1944

-D- QNL -A- SNOW @o2@29/57 RAFT - QXL - GR 92 BT
REFERRING TO COMINCH SERIAL 540 THE TERMS SECRET SECURITY
COMMA SECURITY CONTROL PROCEDURE AND SECURITY CONTROL CHANNELS
ARE HEREBY CANCELLED AS OF 0001 ZED 15 MARCH 1944 AND THE TERMS
TOP SECRET COMMA TOP SECRET PROCEDURE AND TOP SECRET CHANNELS
RESPECTIVELY SUBSTITUTED THEREFOR X PENDING RECEIPT OF CHANGES
TO NAVY REGULATIONS FURSUANT TO ALNAV 44 THE PROVISIONS OF
COMINCH SERIAL 540 FOR CLASSIFYING AND HANDLING CECRET
SECURITY MATTER REMAIN IN EFFECT FOR CLASSIFYING AND HANDLING
TOF SECRET MATTER EXCEPT THAT UNDER NO CIRCUMSTANCES WILL TOP
SECRET MATTER BE TRANSMITTED BY REGISTERED MAIL BT goz@daq/s7
NAC NAD NAF NAI NAH NAM NAO NBL NFV NSO NJC NAJ NAT
NAU ' NBA-QYB NSF NWU NEM-QYB/QYR NTL NY3 NPM FOX SUBFOX
NCD NST-T-J40/QYE BN CN-QYB L NHK AN-TWX CG NP
(QYR NOI NYM) SA NY NV CS RD CB DY
DISTRIBUTION
LI9T3: 5, 11




Jsc /D8 JOINT SECURITY CONTROL
Serial 320 WASHINGTON, D. C.

— ' 8 March 1944

MEMORANDUM for Assistant Security Control Officers.

Subject: Authorization to receive Security Control or TOP SECRET
Papers.

1. Investigation has brought out that in some offices, lists
of persons authorized to sign for CCS and JCS SECRET-SECURITY
papers, contain names other than officers of the armed services,
This practice is not suthorized under either Security Control
Procedure or the new TOP S8ECRET Control Procedure.

2. Security Control Officers will take immediate action to
have such lists revised in all offices now receiving such pepers
from JCS messengers.

3, After 15 March JCS messengers will be instructed to deliver
TOP SECRET papers to OFFICERS ONLY.

! For Joint Security Control:

I"IEEASSIFIED | /s/ FORREST B. VOLKEL,
By RHPm};L;-‘L“ Colonel, CAC,
» NIR, Date MAY ;5 1974 Secretary.




Js0,/pe JOINT SECURITY CONTROL
Sorial 320 WASHINGTON, D, C.

[ Tk, 1084,

MEMORANDUM for Assistant Seourity Cemtrol Offiscers.

Subject: Authorigatien to receive Seourity Comtrel or TOP SECRET
Papers.

1, Investigation hes brought eut that in some offioes, lists of
porsons authorized to sign for CCS and JOS SECRET-SECURITY papers, contaln
names other than offiders of the armed services, This practice iz npot
authorized undor either Security Control Procedure or the new TOP SECRET
Control Prooedurs.

2s Soourity Control Offieers will take irmediate actlon to have
gush 1ists revised in all offioces now recolving sush papers from JCS mes-
BEDZETA,

2 Aftor 16 March JCS messengers will be instruoted te deliver
TOF SECRET papers to QFFICERS ONLY,

For Jolnt Securlty Control:
Vi

el ) TS
Tl & Lok
FORREST B. VOLEEL,
Colonel , CAC,

Seorotary.

DECLASSIFIED

Y J08 memo, 1-4-74
By RHP, NLR, Date Hﬂ'f 15 19?4

Z0/
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. [Cim. §1]

CImcULAR WAR DEFARTMENT,
No, 81 } Wasmnoron 26, D, O, 20 February 1944,

BECURITY CLASSIFICATIONS

L. The Comblned Chlefs of Btaff have approved an agreement made bo-
tween the Amerlean and British services on the definitlon, classification,
and handling of matters to be safeguarded, Procedures, names, definltlons,
and handling herelnafter set forth are to be put in efect by all War Depart-
ment offiecs and Unlted States Army headquarters on zeére 2ero rero one 2,
15 March 1844, .

2. Instructlons to the same offect are belog lssued for the same effective
date to the United Btates Navy and to the Britlsh Armed Forees,

4. It 18 contemplated that o complete revislon of AR 350-5 embodying the
details of the pew agreement will be printed and distriboted to the War
Department on or about 1 April 1844,

4. From 15 March 1944 to date of recelpt of the revislon of AR 580-5, the
polley herelnafter outlined will be followed by all concerned. No change in
the classification of exlsting documents |s necessitated by thls agreement.

5. Combined Becurity Classifications Agreement.

NEED FOR CLASSIFICATION

1. To safeguard official matter; It must be examined and graded Into
categories so that It may be recognized and accorded proper handling. To
grade matter aceurately and uniformly, the following general policy and
definltions have besn agreed upon by the Comblned Chlefs of Staff to be-
coms effective 15 March 1844, The detalled Instructlons based thereon will
be lesued by the several services conecerned not later than I Apreil 1944,

DEFINITIONS p

2. For the purpose of this ngreement, the following definitions apply :

a, Dopuments; Any form of recorded Information.

b, Matériel : Any article, substance, or apparotus.

o, Handllng: Cnre In transmission and custody.

d. Distribution: Extent of actual or authorized (ssue of speclfle matter,

¢, Cryptographic system : Code and/or eipher and Instroctlons therefor,

{. Regletersd matter (document) ; Any clasaifled document or device regls-
tered psually by number and perlodically accounted for.

g Order of Battle: Important dispositions of our forces with the ldeoti-
tles of the units and formations composing those forces in or adjucent
to opdérationnl theaters.

A, Munitions of war: Any Item used for war.

CATEGORIES
8, Officia]l wratter requiring classifBeatlon shall be examined and graded
under one of the following categories:
TOP SECRET (signal abbreviation, TOPEEC)
EBRORET ———
CONFIDENTIAL
RESTRICTED

4. The United Btates regards TOP EECRET as o subdivislon of SECRET,
On the other hand, the British regard TOP BECRET us o distinet category,
this difference of view I8 recognlzed It Is Immaterlal to this agree-
ment under which complete working unlformity is obtained by the adoption
of agreed definitions, examples and rules of treatment, for the handling of
nll clussifled matter,

5. Providing the following definitions and rules for handling are mutually .
accepted and rigorously Implemented, the difficulties can be overcome.

Although
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4. General military radio frequency allocations.
o Military call signs, unless so collected together that they reveal the
Order of Battle,

1. Meteorologleal Information of designated areas,

g. Unlt movements of nonoperational slgnificance in arens within or ad-
jacent to operational theaters,

k. Certaln technlcal doecuments and manuals weed for training, malnte-
nance and lnepection of important new munitlons of war.

1. General tactical lessons learned as & result of operations,

§. Aerlal photographs of territories under our control ln or adjacent to
operational theaters,
RESTRICTED

12, Docnments, Information, or matérlel {other than TOF SECRET, BE-
CRET, or CONFIDENTIAL) which should not be published or communicated
to anyone except for offieial purposea ghall be clussified RESTRICTED,

18, The following are some examples of matter which normally will
be graded RESTRIOTED :

a. Information of moves of nonoperational l!:nl-ﬂunna In aress remote
from theaters of war.

b, Tralnlng and technical dmmenl: for officlal use only or oot Intended
for relense to the publie,

o Certaln routine docnments relating to supply aod procurement.

d. Aerlal photographs of territories under our control remote from opéera-
tlonal theaters.

&. Photographs of enemy, encmy occupled or dominated, areds except those
‘which reveal secret sources.
f. Btrength retorns of units remote from operational theaters -

GENERAL PRINCIPLES
GRADING T

14. The deslgnation of persons responsible for grading and regrading will
be n functlon of the appropriate authorities.

15. Each document should be graded according to its own content and not
pecesgarily according to Its relationship to another doecument. This also
apples to extracts from graded documents,

14, The grading of a file or group of phyeleally connected documents ghall
umtumwmmmmtm
REGRADING

17, IT I8 THE OBLIGATION OF ALL AWUTHORITIES TO EREP
CLASSIFIED MATTER CONBTANTLY UNDER REVIEW AND TO
DOWNGRADE IT A8 BOON W8 CONDITIONS PERMIT,
TRANSMIBSION BY ELECTRICAL MEANS

18. Messages which have been transmitted or are to be transmitied In a
wwwumummwummwm
mitted by the other natlon between polnt of orlgin and destination by elec-
mmmmmeWMHm
grade eryptographic system.

mnm tm#mﬂ

!l!npmhﬂtﬂﬂﬁhﬂﬂﬂﬂﬂlu&urmmmwb

edge or possession of classified matter, Buoch matter ls entrusted only to

mmmmuhwmmmmwmu
rules:

a. The highest gratle cryptographlc systems avillable will be used for
mwumm

AGO 284
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NoTes eirenlt in:
:[ljﬁw by the theater commnnder, The Hritlsh

Bervicea e oter Netwaork™ {n the ted
(2) This item will not Mmu,-tmamgmwpu:
.3 security. It will releanad tely to responsible com-
mandors 1o speciil letters of Instroctions.

n, Top matter will be handled in accordance with the above
rules, tionnl gnfegunrds as follows :

=1, Under no g will messages 8o graded be transmittod by elec-
Thoans in the deaF —
o, transmigalon and custody of sach matter be cov-

Wﬁmﬂﬂh%m&hmwﬂﬂlr

designated and may not be disclosed to any person solely by virtue of his
rank or office. i

CONFIDENTIAL v

. 22 CONFIDENTIAL matter will be bandled In mecordanee with the fol-
lowlng rules:
'smmmﬁmnumwmmumwtmm

security precautlons are taken ot all times,
RESTRICTED % _ 2 iy
"o RESTRICTED docutsents will be transa b
A Srwettton 1t aaald Todities Mm‘"““
tha an . Sbaniiet
© 1A, 038001 (20 Feb #4).] Sl e T i g
mh -“-'m oo e G. O. MARSHALL,
H i Aol - P .
Tre ddjutent Goneral. b 0 A
1.y B0 SSVIRENINT FRETOES SFRTEL IR
1 g
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TELEPHIJHE EXT. NO, 4515 |
Fﬂﬂﬂlu _  SEONAV . .. TOs ALNAV # 44
RELEASED B‘h FRANK KNOX * .Mmgmli, - BASEGRAM
DATER ' 30 FEBRUARY 1944 S

D = HNL - ﬂ - SHﬂﬂ 292213/44 RAFT - QIH - HHH = GR 1837 BT
GUHEINED GHIEFS OF STAFF HAVE AGREED UPON IDENTIEAL DEFINITIONS
AND PﬂLIGf GDHGEHNIHG GLASETF!EQ MATTER T0 BE EFFEGTI?E IN ARMED
FDHGES us AHD BHITISH EMPIRE X THIS LGHEEHEHT HEHEIHHFTER QUHTED
HEHEBY ISSUED FDR COMPL | ANCE ‘BY ALL MEMBERS NAVAL ESTABLISHMENT
HHEHESDEFEH LDG&TEB X ACCORDINGLY THOSE PGHTIDHE OF NAVY :
REGULATIDNS EDMH& GEHEH&L GRDEHS COMMA LETTEHS AHD INSTRUCT I ONS
INGENSISTEHT HITH THE PHDF!SIDHS OF THE ﬂGEEEMENT QUDTED HEREIN
ARE SUSFEN?EH FEHDIHG FORMAL CHANGES N REGULATIONS RND INSTRUC~
TLHHS TU_EE ISEUED_JH DETAIL MEAR FUTURE X PERSDHNEL ARE NOT TO
PRESUME THﬁT LDDPTIEH UF ﬁDDlT'DHﬁL ﬂLnEStFlGhT{ﬂN QUDTE TUF SECRET '
UNQUGTE HEDUGES PRESEHT INTEGRITY OF EXISTING GL#SSIFIEHT[UNE X

E ; {a"ssunnu DEL | VERY HUTHUHITIESJ EAIHManJ
'APPENDIX 1V, COMINST,
Lls'rs 4y 5, 6 (rnn 8, 9, 1ﬁ ) Ty 11, 13, 14 (ORD I NARY MAIL)

ATTENTION.
THIS 1S THE ACTION COPY OF /N .«
ORIGINAL TRANSMISSION BY DISPATCH
- MAIL. 'DELIVER TO RADIO ROOM,
AUTHENTICATED BY YK FOR NAVY DEPARTMENT
“COMMUNICATION WATCH OFFICER, DATE 1 MARCH 1944
TIHE #:»w




PAGE TWO OF NINE ALNAV #44
MATERIAL MUST BE CLASSIFIED IN STRICT 4CCORDANCE WITH DEFINITIONS
AND SAFEGUARDED AS DIRECTED BY EXISTING REGULATIONS AND MODIFI=
CATIONS CONTAINED IN AGREEMENT QUOTED X ALL HANDS ARE ENJOINED TO
GRADE AND CLASSIFY MATTER WITH EXACTING CARE IN ORDER TO AVOID
OVER-CLASSIFICATION X THIS ORDER EFFECTIVE @81 ZED 15 MARCH

1944 X CLASSIFIED MATTER ORIGINATED PRIOR EFFECTIVE DATE NEED NOT
BE RECLASSIFIED TO ACCORD WITH THIS,ORDER EXCEPT WHEN SUCH MATTER
IS STILL CURRENT OR PERPETUATED BY ADDITIONS OR AGCESSIONS |SSUED
AFTER EFFECTIVE DATE X COMBINED SECURITY CLASSIFICATIONS AGREEMENT
IS QUOTED AS FOLLOWS COLON COMBINED SECURITY CLASSIFICATIONS
AGREEMENT NEED FOR CLASSIFICATION PARAGRAPH 1 TO SAFEGUARD OFFICIAL
MATTER COMMA 1T MUST BE EXAMINED AND GRADED INTO CATEGORIES SO
THAT IT MAY BE RECOGNIZED AND ACCORDED PROPER HANDLING X TO GRADE
MATTER ACCURATELY AND UNIFORMLY THE FOLLOWING GENERAL POLICY AND
DEFINITIONS HAVE BEEN AGREED UPON BY THE COMBINED CHIEFS OF STAFF
TO BECOME EFFECTIVE 15 MARGH 1944 X THE DETAILED INSTRUCTIONS
BASED THEREON WILL BE ISSUED BY THE SEVERAL SERVICES CONCERNED

NOT LATER THAN 1 APRIL 1944 DEFINITIONS PARAGRAPH 2 FOR THE
PURPOSE OF THIS AGREEMENT COMMA THE FOLLOWING DEFINITIONS APPLY
GOLON SUB=PARAGRAPH 4 DOCUMENTS COLON ANY FORM OF RECORDED
tufuaunTluﬂ SUB«PARAGRAPH B MATERIEL COLON ANY ARTICLE COMMA
SUBSTANCE COMMA OR APPARATUS SUB=PARAGRAPH C HANDLING COLON GARE
[N TRANSMISSION AND CUSTODY SUB-PARAGRAPH D DISTRIBUTION COLON
EXTENT OF ACTUAL OR AUTHORIZED ISSUE OF SPECIFIC MATTER SUB-
PARAGRAPH E CAYPTQGRAPHIC:SYSTEM COLON GODE AND SLANT OR CIPHER
AND INSTRUCTIONS THEREFOR SUS-PARAGRAPH F REGISTERED MATTER PAREN

DOGUMENT PAREN COLON ANY OLASSIFIED DOCUMENT OR DEVICE REGISTERED
{"' .
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USUALLY BY NUMBER AND PERIODICALLY ACCOUNTED FOR SUB-P/RAGRAPH G
ORDER OF BATTLE COLON IMPORTANT DISPOSITIONS OF OUR FORCES ‘WITH
THE IDENTITIES OF THE UNITS AND FORMATIONS COMPOSING THOSE FORCES
IN OR ADJACENT TO OPERATIONAL THEATERS SUB=PARAGRAPH H MURITIONS
OF WAR COLON ANY FTEM USED FOR WAR ;ﬁignna[sg”pnﬂ;unapu 3 OFFICHAL
MATTER REQUIRING CLASSIFICATION SHiLL BE EXAMINED AND GRADED UlISCA
ONE OF THE FOLLOWING CATEGORIES COLON TOP SECRET PAREN SIGNAL
ABBREVIATION COMMA TOPSEC PAREN COMMA SECRET COMMA CONFIDEWTI/L
COMMA RESTRICTED PARAGRAPH 4 THE UNITED STATES REGADS TOP SECAET
AS A SUBDIVISION OF SECRET X ON THE OTHER HAND COMMA THE BRITISH
REGARD TOP SECRET AS A DISTINCT CATEGORY X ALTHOUGH THIS DIFFERENCE
OF VIEW IS RECOGNIZED IT IS IMMATERIAL TO THIS AGREEMENT UNDER
WHICH COMPLETE WORK! G UNIFORMITY IS OBTAINED BY THE ADOPTION OF
AGREED DEFINITIONS EXAMPLES AND RULES OF TRE.TMENT FOR THE
HANDLING OF ALL CLASSIFIED MATTER PARAGAAPH 5 PROVIDING THE
FOLLOWING DEFINITIONS AND RULES FOA HANDLING ARE MUTUALLY ACCEPTED
AND RIGOROUSLY IMPLEMENTED COMMA THE DIFFICULTIES CAN BE OVERCOME
T0P SEGCRET PARAGRAPH 6 CERTAIN SECRET DOCUMENTS INFORMATION . /ND
MATERIEL THE SECURITY ASPECT OF WHICH 1S PAR/MOUNT AND 1HOSE
UNAUTHOR1ZED DISCLOSURE WOULD CAUSE FxGEPTIbﬂnLL? GRAVE DAMAGE TO
THE NATION SHALL BE CLASSIFIED TOP SECRET PARAGRAPH 7 THE FOLLOWING
ARE SOME EXAMPLES OF MATTER WHIGH NOWM/LLY WILL BE GRADED TOP
SECRET COLON SUB=-PARAGRAPH / PLANS OR PARTICULARS OF FUTUKE MAJOR
OR SPECIAL OPERATIONS SUB=PARAGHAPH B PARTICUL/RS OF IMPORTANT
DISPOSITIONS OR IMPENDING MOVES OF OUR FORCES OR CONVOYS IN
CONNECTION WITH 4 ABOVE SUB-PARAGRAPH C VERY IMPORTANT POLITICAL -
-DOGUMENTS DEALING WITH SUCH MATTERS AS NEGOTIATIONS FOR ALLIANCES
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AND THE LIKE SUB=PARAGRAPH D INFORMATION OF THE METHODS USED OR
SUCCESS OBTAINED BY OUR INTELLIGENCE SERVICES AND COUNTER=INTELLI=
GENCE SEAVICES OR WHICH WOULD IMPERIL SECRET AGENTS SUB-PARAGRAPH
E CRITICAL INFORMATION OF NEW AND IMPORTANT MUNITIONS OF WAR
COMMA INCLUDING APPROVED SCIENTIFIC AND TECHNICAL DEVELOPMENTS
SUB-PARAGRAPH F IMPORTANT PARTICULARS OF CRYPTOGRAPHY AND
CRYPTANALYS|S SECRET PARAGRAPH & DOCUMENTS COMMA |NFORMATION
COMMA OR MATERIEL COMMA THE UNAUTHORIZED DISCLOSURE OF WHICH
WOULD ENDANGER NATIONAL SECURITY COMMA CAUSE SERIOUS INJURY TO
THE INTERESTS OR PRESTIGE OF THE NATIOH COMMA OR ANY GOVERNMENTAL
ACTIVITY THEREOF COMMA OR WOULD BE OF GREAT ADVANTAGE TO A FOREIGN
NATION SHALL BE CLASSIFIED SECRET PARAGRAPH O THE FOLLOWING ARE
SOME EXAMPLES OF MATTER WHICH NOAMALLY WILL BE GR/DED SECRET
COLON SUB-PARAGRAPH A PARTICULARS OF OPERATIONS IN PROGAESS
SUB-PAAGRAPH B PLANS OR PANTICULARS OF OPERATIONS NOT INCLUDED
UNDER TOP SECRET SUB-PARAGRAPH C INSTRUCTIONS REGARDING THE
EMPLOYMENT OF [MPORTANT NEW MUNITIONS OF WAl SUB-PARAGRAPH D
ORDER OF BATTLE INFOAMATION AND LOCATIONS AND MOVES AFFECTING THE
ORDER OF BATTLE SUB-PARAGRAPH E KNOWLEDGE OF ENEMY MATERIEL AND
PROCEDURE COMMA THE VALUE OF WHICH DEPENDS UPON THE ENEMY NOT
KNOWING THAT WE POSSESS IT SUB=PARAGRAPH F VITAL MILITARY
INFORMATION ON IMPORTANT DEFENSES SUB-PARAGRAPH G CERTAIN REPORTS
OF OPERATIONS CONTAIWING INFORMATION OF VITAL INTEREST TO THE
ENEMY SUB-PAR/AGRAPH H ADVERSE REPORTS ON GENERAL MORALE AFFECTING
MAJOR OPERATIONS SUB-PARAGRAPH | IMPORTANT IMPROVEMENTS TO
EXISTING MUNITIONS OF WAR UNTIL ACCEPTED FOR SEAVICE USE SUB-
PARAGRAPH J PHOTOGRAPHS OF VULNERABLE POINTS OR VITAL INSTALLA=
TIONS UNDER OU} CONTROL SUB-PARAGNAPK K CERTAIN DEVELOPMENT
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PROJECTS SUB-PARAGRAPH L IMPORTANT CRYPTOG:.PUIC DEYICES UNLESS™ &
ASSIGNED TO A LOWER CATEGORY CONFIDENTIAL PARAGRAPH 19 DOCUMENTS
COMMA [NFORMATION COMMA OR MATERIEL COMMA THE UNAUTHOMIZED
DISCLOSURE OF WHICH COMMA WHILE NOT ENDANGERING THE NATIONAL
SECURITY COMMA WOULD BE PREJUDICIAL TO THE INTEAESTS OA PRESTIGE
OF THE NATION COMMA ANY GOVERNMENTAL ACTIVITY COMMA AN INDIVIDUAL
COMMA QR WOULD CAUSE ADMINISTRATIVE EMBARRASSMENT COMMA OR
DIFFIGULTY COMMA OR BE OF ADVANTAGE TO A FOREIGN NATION SHALL

BE CLASSIFIED CONFIDENTIAL PARAGRAPH 11 THE FOLLOWING ARE SOME
EXAMPLES OF MATTER WHICH NORMALLY WILL BE GRADED CONFIDENTIAL
SUB-PARAGRAPH A MATTERS GOMMA INVESTIGATIONS COUMA AND DOCUMENTS
OF A PERSONAL AND DISCIPLINARY NATURE COMMA THE KNOWLEDGE OF
WHICH IT IS DESIRABLE TO SAFEGUARD FOR ADMINISTRATIVE REASONS
SUB-PARAGRAPH B ROUTINE OPEAATIONAL AND BATTLE REPORTS WHICH DO
NOT CONTAIN INFORMATION OF VITAL INTEAEST TO THE ENEMY
SUB-PARAGRAPH © ROUTINE INTELLIGENCE AEPORTS SUB-PARAGRAPH D
GENERAL MILITARY RADIO FREQUENCY ALLOCATIONS SUB-PARAGRAPH E
MILITARY CALL SIGNS COMMA UNLESS SO COLLEGTED TOGETHER THAT

THEY REVEAL THE ORDER OF BATTLE SUB-PARAGRAPH F METEOROLOGICAL
INFORMATION OF DESIGNATED AREAS SUB-PARAGRAPH G UNIT MOVEMENTS -
OF NON-OPERATIONAL SIGNIFICANCE IN AREAS WITHIN OR ADJACENT TO
OPERATIONAL THEATERS SOBSPARRGRAPH H CEATAIN TECHNICAL DOCUMENTS
AND MANUALS USED FOR TRAINING COMMA MAINTENANCE AND INSPECTION
OF IMPORTANT NEW MUNITIONS OF WAR SUB=PARAGRAPH + GENERAL
TACTICAL LESSONS LEARNED AS ‘A AESULT OF OPERATIONS SUB=PARAGRAPH
J AERIAL PHOTOGRAPHS OF TERRITORIES UNDER DUR CONTAOL IN OR
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ADJACENT TO OPERATIONAL THEATERS RESTR|CTED PARAGRAPH 12 DOCUMENTS
COMMA |NFORMATION OR, MATERIEL PAREN OTHER THAN TOP SECRET COMMA
SECRET COMMA OR CONFIDENT|AL PAREN WHICH SHOULD NOT BE PUBLISHED

AR COMMUNICATED TO ANYONE EXCEPT FOR OFFICIAL PURPOSES SHALL BE
CLASSIFIED RESTRICTED PARAGRAPH 13 THE FOLLOWING ARE SOME EXAMPLES
OF MATTER WHICH NORMALLY WILL BE GRADED RESTRICTED COLON b
SUB-PARAGRAPH A INFORMATION OF MOVES OF NON-OPERATIONAL SIGNIFI-
CANCE IN AREAS REMOTE FROM THEATERS OF WAR SUB-PARAGRAPH B

TRAINING AND TECHNICAL DOCUMENTS FOR OFFICIAL USE ONLY OR NOT
INTENDED FOR RELEASE TO THE PUBLIC SUB~PARAGRAPH C CERTAIN

ROUTINE DOCUMENTS RELATING TO SUPPLY AND PROCUREMENT SUB-PARAGRAPH
D AERIAL PHOTOGRAPHS OF TERRITORIES UNDER OUR CONTROL REMOTE .
FROM OPERATIONAL THEATERS SUB-PARAGRAPH E PHOTOGRAPHS OF ENEMY

COMMA ENEMY OCCUPIED OR DOMINATED AREAS EXCEPT THOSE WHICH REVEAL
SECRET SOURCES SUB-PARAGRAPH F STRENGTH RETURNS OF UNITS REMOTE
FROM OPERATIONAL THEATERS GENERAL PRINCIPLES GRADING PARAGRAPH

14 THE DESIGNATION OF PERSONS RESPONSIBLE FOR GRADING AND

REGRADING WILL BE A FUNCTION OF THE APPROPRIATE AUTHORITIES
PARAGRAPH 15 EACH DOCUMENT SHOULD BE GRADED ACCORDING TO ITS

OWN CONTENT AND NOT NECESSARILY ACCORDING TO ITS RELATIONSHIP 8
TO ANOTHER DOCUMENT X THIS ALSO APPLIES TO EXTRACTS FROM GRADED
DOCUMENTS PARAGRAPH 16 THE GRADING OF A FILE OR GROUP OF
PHYSICALLY CONNECTED DOCUMENTS SHALL BE THAT OF THE HIGHEST
GRADED DOCUMENT THEREIN RE-GRADING PARAGRAPH 17 [T IS THE
OBLIGATION OF ALL AUTHORITIES TO KEEP CLASSIFIED MATTER
GONSTANTLY UNDER REVIEW AND TO DOWNGRADE IT AS $00N A4S CONDITIONS ¥
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PERMIT TRANSMISSION OF CERTAIN MESSAGES 8Y ELEGTAICAL MEANS
'PARAGRAPH 13 MESSAGES WHICH HAVE BEEN TRANSMITTED OR ARE TO BE
"TRANSMITTED IN A HIGH-GRADE CRYPTOGRAPHIC SYSTEM OF ONE NATION
WILL NOT BE RELAYED OR TRANSMITTED BY THE OTHER NATION BETWEEN
POINT OF ORIGIN AND DESTINATION BY ELECTRICAL MEANS IN CLEAR
LANGUAGE OR UNAPPROVED QUOTE SCRAMBLER UNQUOTE SYSTEM OR
'LOW-GRADE CRYPTOGRAPHIC SYSTEM HANDLING PAREN TREATMENT PAREN
PARAGRAPH 19 NO PERSON IS ENTITLED SOLELY BY VIRTUE OF HIS RANK
OR POSITION TO KNOWLEDGE OR POSSESSION OF CLASSIFIED MATTER X

SUGH MATTER 1S ENTRUSTED ONLY TO THOSE |NDIVIDUALS WHOSE OFFICIAL
DUTIES REQUIRE SUCH KNOWLEDGE OR POSSESSION X SECRET PARAGRAPH
20 SECRET MATTER WILL BE HANDLED IN ACCORDANCE WITH THE FOLLOWING
RULES COLON SUB-PARAGRAPH A THE HIGHEST GRADE CRYPTOGRAPHIC
SYSTEMS AVAILABLE WILL BE USED FOR THE TRANSMISSION OF SECRET
MESSAGES 'SUBZPARAGRAPH B SECRET DOCUMENTS WILL BE TRANSMITTED
“ONLY BY OFFICIALLY DESIGNATED COURIER IN DOUBLE SEALED ENVELOPES
COMMA THE INNER ONE BEING MARKED SECRET COMMA AND WILL BE OPENED
ONLY BY THE ADDRESSEE OR HIS'AUTHORIZED REPRESENTATIVE X WHERE
YOFFICIALLY DESIGNATED COURIER SERVICE IS NOT AVAILABLE COMMA
'SECRET DOCUMENTS MAY BE TRANSMITTED BY REGISTERED MAIL SERVICE OR
'MATL SERVICE SUPERIOR TO REGISTERED MAIL SERVICE COMMA IF THE
'SERVICE ‘1S COMPLETELY WITHIN NATIONAL CONTROL SUB-PARAGRAPH C
'TRANSMTSSION AND CUSTODY OF THESE DOCUMENTS AND MATERIEL WILL
NORMALLY BE COVERED BY A RECEIPT SYSTEM AND REGISTERED DOCUMENTS
OR MATERIEL PERIODICALLY ACCOUNTED FOR X IT 1S MANDATORY THAT
REGISTERED DOCUMENTS BE COVERED BY A RECEIPT SYSTEM SUB=PARAGRAPH
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D 'SECRET MESSAGES WILL NOT BE TRANSMITTED BY ELECTRICAL MEANS IN
THE CLEAR' COMMA EXCEPT FOR APPROVED CIRCUITS AND PROVIDING THE
RULE IN PARAGRAPH 18 1S NOT VIOLATED X NOTES PAREN ONE PAREN

AN APPROVED CIRCUIT IS COLON A CIRCUIT APPROVED BY THE THEATER
COMMANDER X ‘THE BRITISH SERVICES QUOTE DEFENCE TELEPRINTER
NET-WORK UNQUOTE IN THE UNITED KINGDOM PAREN TWO PAREN THIS ITEM
WILL NOT APPEAR IN U S REGULATIONS ON CRYPTOGRAPHIC SECURITY X
IT 'WILL BE RELEASED IMMEDIATELY TO RESPONSIBLE COMMANDERS IN
SPECIAL LETTERS OF INSTRUCTIONS SUB-PARAGRAPH E IT 1S THE
RESPONSIBILITY OF THE COMMISS|ONED OFFICER OR EQUIVALENT CIVILIAN
HOLDING CUSTODY OF SECRET DOCUMENTS TO ENSURE THAT ALL SECURITY
PRECAUT1ONS ARE TAKEN TO GUARD SUCH DOCUMENTS AT ALL TIMES X

TOP SECRET PARAGRAPH 21 TOP SECRET MATTER WILL' BE HANDLED IN
ACCORDANCE WITH THE ABOVE RULES COMMA WITH ADDITIONAL SAFEGUARDS
AS FOLLOW COLON SUB-PARAGRAPH A UNDER NO CIRCUMSTANCES WILL SUCH
MATTER BE' TRANSMITTED BY REGISTERED MAIL SUB-PARAGRAPH B UNDER
NO CIRCUMSTANCES WILL MESSAGES SO GRADED BE TRANSMITTED BY
ELECTRICAL MEANS IN THE CLEAR SUB-PARAGRAPH C IT IS MANDATORY
THAT TRANSMISSION AND CUSTODY OF SUCH MATTER BE COVERED BY A
RECEIPT SYSTEM SUB=PARAGRAPH D TOP' SECRET DOCUMENTS WILL BE
HANDLED ONLY 8Y PEREONS SPECIFICALLY DESIGNATED AND MAY NOT BE
DIECLOSED TO ANY PERSON SOLELY!BY VIRTUE OF HIS RANK OR OFFICE
CONE1DEIY! 2L PARAGRAPH 22 CONFIDENTIAL MATTER WILL BE HANDLED

IN ABCORDANCE WITH THE FOLLOWING RULES COLON SUB=PARAGRAPH A
GONF | DENT 1AL DOCUMENTS COMM/ EXCEPT REGISTERED COMMA WILL BE
TRANSMITTED BY APPROVED OFFICIAL MEANS X REGISTERED CONFIDENTIAL

1
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COMINCH FiLE UNITED STATES FLEET

HEADQUARTERS OF THE COMMANDER IN CHIEF

7 ! A7-3 NAVY DEPARTMENT, WASHINGTON, ©. C.

‘Berial: G40

From: Commander in Chief, United States Fleet
and Chief of Naval Operations.
To. .t . . All Ships and Stations.

Subjeot: SBECHET-SECURITY, Origin, Procedure and Use.

Reference: [a Arts. 75% & 76, U.S. Navy Regs. 1920.
. b) J.C.5. 234/2/D of 17 March, 1943,
(Directive to Joint Security Comtrol).
(o) COMINCH & CNO Ltr. Serial 1219 of
20 Feb. 1943.

3, Reference (o), not to all addressees, is
hersby cancelled. There appears to be considerable
oonfusion and misunderstanding in regard to the mean-
ing and use of the term WSECRET-SECURITY"™, especially
when any dooument so marked is received outside of
:;lhi ton. This letter is intended to oclarify this

tuation.

29 JAN 194

2. Reference (a) forms the basis for safe-
guarding olassified information within the Naval es-
tablishment. The Joint Chiefs of Staff have found it
neceseary to institute further seourity measures
governi the of SECRET doouments relating
to certain of the followling:

(a) Operations, current and future,
and plans relating thereto.

(b) Targets and target dates.

o) Speclal equipment.

d) Research and development of new
weapons and devices.

(e) Related matters which would temnd

to reveal of the foregoing, including
ocode nm.‘giuh may have bun'unign-d, to them.

BT ey

"“'”"!l-hmmijm
OSD Jebigr, 1

=1l= By ELR LL“‘D‘EC—LH_E?B
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COMINCH FILE UNITED STATES FLEET
HEADQUARTERS OF THE COMMANDER IN CHIEF
o nlf‘.?-ﬁ HAYY DEPARTMENT, WASHINGTON, D. C.

Serial: 540 29 JAN 1944

SoRSRaTag—

Bubjeot: SECRET-SECURITY, Origin, Procedure and Use.

Se JOINT SECURITY CONTROL is tha agency of the
Joint Chiefs of Stalf organization charged with, among

other things, the establishment of the additional security
measures referred to in paragraph 2.

4. Pursuant to the above, Joint Security Control
has established the following for use WITHIN THE WAR AND
HAVY DEPARTMENTS IN WASHINGTON:

(a) SECURITY CONTROL CHANNELS. Joint Security
Control normally malntains contact in security
matters with the War Department General Staff,
Headquarters of the Army Ground Forces, Army Alr
Foroes, Army Service Foroces, and the Inspector
General of the Army; and Naval Operations, Bureaus
and Offices of the Navy Department, acting through
officers specifically designated in each agency.
These officers are known as Assistant Security
Control Officers and all security control matters
are transmitted through them. This method of
transmission is referred to as the Security Control
Channel. f

(v) CONTROL PROCEDURE.

] Purpose. This procedure is desig-
nated primarily safeguard and limit the
gpread of information relating to a designated
project or operation in all its phases.

(2) Initiation. The announcement of a
security project end 1ts designation as such, -is,
in all cases, initiated by Joint Security Comtrol
via Sesurlity Control Channels.

HOTE: This is not intended to discourage elements
of the Naval Establishment from initiating
a request to COMINCH & CNO that certain
operations or projects, as desoribed in
Elrtgraph 2, be given SECRET-SECURITY hand-

(3) ster of Cod 01;.f1221
Assistant Seourit ontro ] ntains a
d e

=8= B 0. 11052, Sec. I(E) end KD) o (B
08D lettar, Muy, 4 1431

By SLR m—DEC—H—ie?:;
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COMINCH FILE UNITED STATES FLEET
HEADGUARTERS OF THE COMMANDER IN CHIEF
FF1/A7-3 NAVY DEPARTMENT, WASHINGTON, D. €.

erial: 04"

Subjeot: SECRET-SECURITY, Orligin, Procedure and Use.

- e o E B O S O B S O R O O s O = o e o e = o

register for each security projeet or operation.

This register contains tne names of those individuals
within his avtivity to whom information concerning
that imrtieular seocurity project has been released.

o ING AND TRANSMISSION. Documents re-
lating to subjects placed In Securlty Control Channels
by Joint Securivy Contrel are handled in accordance
with the followling:

(1) The word "SECURITY" in addition to
"SECRET" eppears prominently on each page of the
document to indicate that the subject matter shall
receive special handling.

f;} Are enclosed in a louble sealed en-
velope with the inner envelope marked "SECRET-
SECURITY ™.

(3) Are transmitted by officer messenger

only.

(4) Are opened only by those officers in
the organization of the addressee who are authorized
by him to handle such documents.

(d) FROCESSING. This procedure does not limit
the processing of security material to listed Assistant
Seourity Control Officers only. It is obvious that in
any activity certain officers and confidential clerks
not designated as Assistant Security Control Officers
must see and work on such metters. THIS GROUP IS EKEPT
AT A MINTMOM. |

5. It will be noted that the term "SECRET-SECURITY™
is not an additional classificatdon but indicates a ™method
of handling". It is only used in conneotion with those sub-
Jeots referred to in paragraph £ above, when specifically
directed by Joint Seocurity Control.

Elements of the Naval Establishment OUTSIDE THE
mmmn AREA, inocluding the Fleet, may, from time to time
receive doouments marked "SECRET-SECURITY". Doouments so
marked and correspondence and reports relating thereto should

* be bandled strictly as directed by Reference (a) for the hand-
ling of SECRET documents. The subject matter should be ocare-
fully guarded and divulged only mgaa to whom it in essential

q-laHdLLMUMFjﬂm
08D Jettor, May, & 1872
By SLE DEC 101373

== LR -m‘lﬂ




COMINCH FILE UNITED STATES FLEET

HEADQUARTERS OF THE COMMANDER IN CHIEF
HAVY DEPARTMENT, WASHINGTOM, D. C.

FFL1/A7=3
Serial: 540

29 JAN 1944
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for the effioclent prosecution of the war. Under no cir-
oumstances should such documents and related correspondence
and reporta be transmitted outside the continental United
States by other means than officer messenger. Withln the
continental United States such doouments may be transmitted
by U.S. registered mail only when both of the following
conditions exlst:

(a) Officer messengers or specially
designated couriers are not available, and

(b) When the importance to the war
effort of the delivery of such material for-
bids its being held untll an officer messenser
is available.

7. When the netessity for meintaining a plan or

Erojsut in a SECRET-SECURITY status has ceased to exlst,

oint Security Control directs the removal of that plan
or project and its associated code word from Security
Control Channels. The word "SECURITY"™ is then deleted
from all documnents relating thereto and such documents
are handled in the method prescribed by Reference (a)
for SECRET documents, unless the classification has been
even further reduced by competent authority.

E. J. KING.
Copy to:
Vice ﬂﬁﬂ.
All Offices, Navy Dept.
Ll i
Flag ﬂlul;itlﬂ': ' .no,:"'n‘.f‘,-_:ﬁ:wm?(mum'
D 1 T ay, 1 _:|B£C lﬂ E?g
By 8L L
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WAR DEPARTMENT
CLASSIFIED MESSAGE CENTER

OUTGOING MESSAGE

Combined Chiefa of Staffl

ﬁvhblys" January 24, 1944

ol

SUPREME COMMANDER, ALLIED
EXFEDITIONARY FORCE LONDON
SAC

lMumber 25

FGR EISENHOWER FROM THE COMBENED CHIEFS OF STAFF.

Procedure for communication. The following precedurae is set
up for handling communications between Supreme Commander,
Allied expeditionary force and Combined Chiefs of Staff.

A new serles of cebles known as FACS SCAF 1s hersby
established. This is PACS 1 for Generasl Elsenhower i'rom

the Combined Chlefa of Staff. Your next cable to the
Combined Chlefs of 3tafl after receipt of this messapge should
be designated as SCAF 1. It is presumed you will malke -
necessary arrangements your Headquarters to circulate
automatically coples of sll FAC3 SCAF messages to the Britlsh
Chiefs of Staff.

i e BU- )
by_ S .o DEC 10173

e

ORIGINATOR:  CC/S Capt. Royal, USH

AEURISIN e B L
. . n. ong :

68 W

[LE?N

COPY No. 39
MESSAGE S FORBIDDEN -

CM-0UT-9516 (24 Jan 4%) 2205z cv

THE MAKING OF AN EXACT COPY OF



28 January 1944

General Watson desires that yeu sub-
ait & detailed statement of improvements which
1t is desired to make in the present leased car,
together with estimated cost in sach case,

L« MATHEWSON
Colonel, Oeneral .

.1-
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20 Jammry 1944

MEMORANDUM POR GENERAL WATSON:

You will recall the attached mpers regarding a
proposed new communications car.

I took this matter up with Ceneral Stoner, Chief
of the Arsy Communioations Service, and asked him to talk
to Colonel Mathewson about it. Oeneral Stoner has now ad-
vised me that the purchase of a new communications car is
not recommended due to the high prioce and the cost of re-

o

-
”
é

B
E O 11452, Sec 3E) end HD) o (B)
02D lattar, May, & 1878



12 Jasuary 1944

MEMORANDOM FOR
THE SECRETAFY OF THE OENERAL STAFFT:

1. 1t is requested that the attached correspondence be
referred to the Commanding General, Army Service Foroes, for
deration of appropriste agencies under his eontrol.

¢
"

Fartioularly desired are remarks and recosmendations
oh further sotion with d to paragraph 5 of lether
dated 1lJemuary 1944, Subject: New Communioations

L« MATHEWSON,
Colomel, Oeneral 5taff,
Assistant Military Alde to the Presidemt.

1 Inel, =
Ltr. fu. Major Greer,
uﬂﬂ.ﬂﬁll‘.—h.
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08D lettor, May, 4 1372
By SLR et gECLOW3 33 samamry 190,
Subject: Proposed New Communications Car,

To: Colonel L. Mathewson,
Assistant Military Alde to The President,
The White House, :
Washington, D. C.

lir mu't;nu:él made to man{ngunnvrutigg between
yourse 5 ars regard a sed new com-
munications car ( J. In this com;lu‘: on, your atten-
tion is invited to the inclosed plans for modifying an exist-
ing combination baggage and club car, now the mmtmt

The Pullman Company, together with a letter from 1man
m?.mr quoting their price for the outright sale of the car
:u he Government and their quotation for the necessary altera-

2. The pundnnmrhtanMnthrmr

1 from Baltimore and Ohio Ra Com with

o technical equi t inatalled theraon has been
used for 1dential and Secret Service com-

munications batween the Presidential train and the White lHouse

in Washington for the past twenty months.

3. In over this sed change with n-1§-nm
General Frank E, S i Ehhfpgm Communications Service,
0ffice of the Chief 5 Officer, Osneral Stoner ed

that the War Department purchase the new car from The
and that same be turned over to the Army Transporta-
ummtormmmﬂmuuﬂ in accordance with
Stoner further stated that in
order for the War Department to authorize this purchase it
mh%mmmh“nmmnnr
Bama the tarse this

right purchase the Oovernment of the sed new car, the
:{nminﬂuutl t or other acci-
of could be traced to the car in question
-ufraught » In this connection, I contacted a Major
office of the Chief of Trans-
e Contraot, which would
necessary in any event, could be made with The Pullman



2piess:

. L
Colonel Mathewsnn, 11 January 1943.

Company certain clauses protecting the Uogvernment
in case of mccidents caused by defective parts of Government

g owned cars.
5. The procurement of the new car 1s essential to the

improvement of Pruidmu.nl communication facilitles

ing S o Soal wish is m e or Bkt

mmxmipmmummum1mﬁ: esel
electric power units, elimimating fire hazards, and

.mrﬂluﬂmﬂnﬂtﬂn radio transmitters
which cannot accommodated in our present car.

DEWITT (REER
L Major, Sigwl corpe.
nel. #1 - Ltr. fm. >

Chief, U, 8.
Sac. Service,
Incl. #2 - Ltr. fm.
e Pull. Co.
Incl. #Eﬂ- BluePrint
Plan #3951-X,

LTl

!.a:.*-'esn_sn-_smmdﬁmjum

WS 'i_..'_l H‘Eiﬂlﬂiil?ﬂ









NAVAL MESSAGE 1 NAVY DEPARTM™ ¥

DRAITER n'mmqn NUMBER ADDRESSEES

=3 = - __ __ =% __ _J

PRECEDENCE
——— N © ASTERISK (*) MAILGRAM ADDRESSEE ;
oM BN : | mmoury
mumn__ DA OODNE E ALUSTIA CHUNKING noe |
e 49 JANUARY, 1944 |8 | oifiBthon;
roncoommoow 2442 "
. PRIDRITY 10
- e : 1
PARAPHRASED S 12
e veaRRRES L S é st 1
MuTED SBY - = — :;
WHLESS OTHERWINE MOKATED THIE DUFATC WILL ME TRANSMITTED WITW OLFERALD PRICEDINCE ANJ LS ADMINIETRATIVE IF OPERATIONAL 14
g tll!.tl_lﬂ.ﬂ'ﬂ' 17
172743 NCR 41699 O
om0 e S e )
O OVTSOMG DRPATENGS PLEASE EAVE ABONT ME NG CLLAR SPACE BUOME Neommma 1T ACTION @1
ool I
CONEINED CHIEFS OF STARF HAVE APPROVED FOLLOUING  fro2 | |
~ POLICY CUOTE/INTELLICENCE INFOR!/TION SUPPLIED DY I:" o
=0T
UNITED STATES AND CREAT 2MITANN TO THE €HINES = =
SHOULT BE STRICTLY LIMITED TO INTELLICENGE NEEDED = | |
BY CHINESE IN PROSECUTION OF THE WAR AGAINST JAPAN ‘_:" I
kgl
UNCUOTE, INFORMATION ABOUT GEAPCNS AND EQUIPVERT =1 s
‘ISSUED TO CHINESC FORCES IMCLUDED IN "8OVE, IN- [ | |
FORMATION IM RECARD TC CACAKIZATION TAGTICAL =t
. F-=-33
HANDLINC AMD TRAININC OF UNITED STATES AND BRITISH ., .
FORCES SHOULD BE LIMITED TC THAT NEGESSARY TO 0 5 s
INSURE EFFECTIVE COLLAFORTION WITH CHINESE TROSPS. g: =
X v 4 nm : 4T
INFORY MILES OF ABOVE, 1 i o R e s | s
0SD letier, May, i 1873 IFx40 ::
By SLR Date g;g 101873 16-00 5
§ g S

Make original only. Deliver 10 Code Room Waich Officer In person,  (Ser At 76 (41 NAVREGS.)
M SNAY M- 18

1 71-083 . 2@







s SBORET A
- -
WAR DEPARTMENT
CLASSIFIED MESSAGE CENTER

INCOMING MESSAG

P RI ORTITUTY
SDOTRETTESER L,

;I‘ﬂ: USAWW London
o1 WAR
Fr.: K 3008 8th January, 1544

Speetz to Armold eite A 5246.

: L - reports
nﬂhin.ﬂudildmdﬁllbo dim:udﬂthuﬂ"upm
arrivel For present releases will be through theaters
respective.

Nosig
Footnote: 5246 is OM-0UT-1273 (5 Jan &%) JOS (Capt Royal UsN)

ACTION: Oen Arnold

INFORMATION: OFD
Cof 8

Jcs (Capt. Royal USN)

CM-IN-5028 (8 Jan 44) 1608z
BTSSR
l.a.nsus.f_mmdﬂmum
R . 41972
By SI R 3 DEG l u ‘ﬂ}'j /ﬂ%‘
20 l cnrv Hn.

MWNMMMDPWMIIW Fu=533 980 B



-
» o

NAVY DEPARTMENT
Office of the of Naval Operations

o

From: Vice Chief of Naval Operations, i
To: A1l Bhips and Stations. Serial 4312416
November 18, 1942

Subject: INTELLIGENCE REPORTS - Reliabdlity Rating Designated by use of Symbols.

Reference: (a) Naval In Mvision Circular Letter No. Oen, 4-41,
Serial 1181816, dated May 21, 1941,

1. Reference (a) defined the symbols to be used to indicate the reliability of
information disseminated by the Division of Nawal Intelligence. Reference (a) is hereby
canceled and is superseded by this letter.

2, When reports are known to be true, they will be reported as such. For instance,
ogourrances witnessed by the reporting officer would be in this category.

not constituting "first-hand" or eyewitness information will be graded
um:diu; to the rellability of the souree, and also the probability of the new, and
will be designated by the following symbols:

Evaluation of Information Evaluation of Information

ae to as to TRUTH

SO0URCE CREDIBILITY OR PROBABILITY
A - Completely reliable. 1.~ Report confirmed by other sources.
B - Usually reliable, 2.- Probably true report,
C = Fairly reliable, 3.~ Possibly trus report
D - HNot usually reliable, 4.~- Doubtfully true report,
E - Unreliable. Eonin 5.- Improbabls report.
F- Relability of Soorce IS5 ¥n 0 = Truth cannot be judged.

E
i
;
:

truth of which cannot be judged.

4, If a report is known to be false, it will be reported as such, as it may be
possible to deduce the truth from the fact that certain reports are being eirculated
by the enemy, 3

5. The rating "A<1" will be used only when the information is received from the
most authemtle source, and is confirmed beyond doubt. Dwe consideration will be given
before designating a report "A-l." .

- g
il RO 11658 & ~ 0T and BD) o (B)

By SLE: _ DEC 10 1973
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SUBJECT: INTELLIGENCE | JRTS - Reliability Rating Desi, Ihd.brtul of Symbols.

¥

+

6. When reports contain information on several parts or phases of a subject,
such as to require separate rating action on the several parts, such separate ratings
will be made by marginal notation.

9. When intelligence is forwarded in dispatch form, the reliability rating will
be given as appropriate,

8. The symbols for indicating the evaluation of intelligence, as set forth in
this letter, are identical with those being used by the British Naval Intelligence.
The same system is being adopted by the United States Army.

9. A1l reporting officers will commence the use of the new symbols upon receipt
n.f‘l‘hlllﬂhh

H. C. Train,
By direction.

corPY
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